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Variety of goals & functions 

• Marketing 

• Customer service 

• Member access to information 

• Wellness activities/biometric screenings 

Variety of novel issues 
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Malls & Kiosks 
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To perform all these functions 

• Marketing 

• Customer service 

• Member access to information 

• Wellness activities/biometric screenings 

First of many (?) 
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South Carolina Blue Store 
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Retail today 
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Issues Applicable to all 

Kiosks and Stores 
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Privacy: Physical layout 

• Public’s ability to see PHI 

• Public’s ability to overhear PHI 

Security (computer systems/ePHI) 

• Special consideration for safeguards 

• Physical layout 
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Privacy & Security 
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Security 

• Theft and other crime 

Americans with Disability Act 

• Accessible interior 

• Accessible exterior (parking, ramps, elevator) 
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Physical Layout 
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Business licenses 

Regulator awareness 

Insurance issues 
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Other Issues 
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Mall hours 

Recording calls/conversations 

Immigration status . . .  
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Other Issues 
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Marketing Products in  

Kiosks and Stores 
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Agent/broker licensing requirements 

Competition with agents/brokers? 

Paying premium 

• Checks/Credit Cards/Cash! 

State advertisement filing? 
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Sales & Marketing 
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Privacy 

• Discussions with prospective members 

Security 

• Workstations 

• Data stored on site 

• IPads 
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Sales & Marketing 
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Online applications 

• Physical privacy 

• Printing copies of applications 

Paper applications 

• Storage and security 
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Applications 



[PRESENTATION TITLE] (Type over this by edi t ing on the theme master)                                              

Scope of appointment form 

• Applies to walk-ins 

• Beneficiary signature  

• 10-year retention period 

Antidiscrimination  

• Geographic location 

• Higher income areas 
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Medicare Advantage/Part D 
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Customer Service in  

Kiosks and Stores 
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Access to multiple systems 

• Standard Blue Plan (group/individual/insured/self-funded)  

• FEP/Blue Card 

• HMO 

Training on multiple systems 

Access to employees’ PHI 
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Lines of Business  
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Different authorization requirements 

• Standard Blue Plan (group/individual/insured/self-funded)  

• FEP/Blue Card 

• HMO 

Authorization “fraud” issues—who signed that? 

Data entry (in live environment) 
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Procedures 
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Accessing EOBs and Other 

Information in  

Kiosks and Stores 
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Training members on system 

Printing documents 

Crowd control 

Surfing the net  
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Privacy 
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Biometric Tests and 

Screening in  

Kiosks and Stores 
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Collection and maintenance of PHI 

 

Hybrid entity 

• Outside scope of Privacy Rule restrictions 
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Privacy & Security 



[PRESENTATION TITLE] (Type over this by edi t ing on the theme master)                                              

Rebates under State law 

• Valuable consideration  

• Not specified in contract 

State/Federal anti-fraud provisions 
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Rebates and Kickbacks 



[PRESENTATION TITLE] (Type over this by edi t ing on the theme master)                                              

Gifts of Nominal Value 

• $15 per gift 

• Written disclaimer 

“Targeted activities” 

• Diabetes screenings 

• Glaucoma screenings 

• Cardiovascular disease screenings 
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Medicare Advantage/Part D 
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Provider furnishing branded services 
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Branding issues 
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