
A health plan may determine whether it must provide notice of  an incident under the HIPAA Breach 

Notification Rule (45 C.F.R. Part 164, Subpart D) by using the flow chart on the left while considering the 

notes on the right.  Applicable State law(s) should also be considered. 

The contents of this document are intended for general purposes only.  This flow chart and accompanying notes should not be construed as 

legal advice or a legal opinion with respect to specific facts or circumstances. 

Does the incident involve Protected 

Health Information that is not

encrypted? 1

1. A.  Does information have identifying elements 

(e.g., name, address, SSN) see 45 C.F.R. § 164.514(b)(2) 

and health information, see 45 C.F.R. § 160.103 

(“protected health information”).  

B.   Is information electronically encrypted in 

accordance with HHS specifications?Yes

No

Was the incident a non-

permitted acquisition, access, 

use, or disclosure of Protected 

Health Information? 2

No
2.  Did the incident result in acquisition, access, use, or 

disclosure that the Privacy Rule does not permit?  The 

Privacy Rule permits uses and disclosures (among 

others):

• For treatment, payment, health care operations;

• That are “Incidental”; see 

45 C.F.R. § 164.502(a)(iii));

• Uses and disclosures required by law.

Does an exception apply? 3
3.  Brief description of exceptions are:

• Unintentional access or use by person working 

under authority of Covered Entity; see 45 C.F.R. 

§ 164.402 (“breach” ¶ (1)(i)); 

• Inadvertent disclosure to an authorized person; 

see 45 C.F.R. § 164.402 (“breach” ¶ (1)(ii));

• Recipient not able to retain information; see 45 

C.F.R. § 164.402 (“breach” ¶ (1)(iii)).

Yes

PRESUME notice is required.

Is there more than a LOW 

PROBABILITY that information 

is compromised? 4

4.  Conduct Risk Assessment.  Consider (at least):

• Nature and extent of PHI involved; 

• Identity of unauthorized recipient;

• Whether PHI was actually acquired or viewed;

• Extent of mitigation, see 45 C.F.R. § 164.402 

(“breach” ¶ ¶ (2)(i)-(iv)).

Yes

No

Incident is a BREACH.  

Notice is required to (at 

least) affected individuals 

and HHS.

Incident 

is NOT a 

BREACH.  
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